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Decision/action requested

The contribution discusses response to ETSI SAGE on the requirements for 256-bit algorithms for NR
2
References

[1]
S3-190403 – LS from ETSI SAGE on Expectations and requirements for 256 bit algorithms.
[2]
S3-190407 – SA3 Reply to: Expectations and requirements for 256 bit algorithms.

[3]
S3-191146 (R2-1905455) – RAN2 Response LS on full data rate support for UP IP
3
Rationale

In [1], ETSI SAGE requested feedback from SA3 on the expectations and requirements for 256-bit algorithms for NR and a preliminary response was provided by SA3 in [2]. In this contribution, we discuss possible 256-bit algorithms for NR with an aim of providing further feedback to ETSI SAGE.
As part of the SA3 study on Integrity protection of the User Plane (UP IP), it has been confirmed by RAN2 that they do not see any technical challenges in supporting full data rate for UP IP with the existing 128-bit algorithms [3]. Furthermore, there has been no issues identified or raised in SA3 in supporting encryption at full data rate with the existing 128-bit algorithms. 

Observation: There has been no issues identified by SA3 in supporting integrity protection or encryption at the full data rate with the existing 128-bit algorithms for NR, namely, AES, SNOW 3G and ZUC.

It is reasonable to assume that most of the UEs and the RAN nodes that support integrity protection/encryption at the maximum possible NR data rate implement the 128-bit algorithms for encryption and integrity protection in hardware (or at the least use some form of hardware acceleration) to achieve data rates in the orders of Gbps. 
When considering candidate 256-bit algorithms for NR, it is beneficial if the existing hardware of the 128-bit algorithms can be reused for 256-bit variants (e.g., savings due to hardware reuse).  For example, 256-bit variants of the existing 128-bit AES ciphering and integrity algorithms can be implemented by reusing at least some portions of the existing hardware (e.g., with the extra rounds). This seems to be case for the proposed ZUC-256 for NR. In [1], SAGE also indicate that such a reuse is possible with some forms of SNOW 3G.

In order to allow for maximum reuse of hardware when 256-bit algorithm support is introduced for NR, we request SA3 to endorse the following working assumption:

For the 256-bit radio interface encryption and integrity protection in NR:

· The 256-bit algorithm variants are based on existing modes of AES, SNOW and ZUC
· The 256-bit algorithm variants are designed such that, implementations of the 256-bit algorithm variants, to the extent possible, can reuse the implementations of the existing 128-bit variants of AES, SNOW and ZUC
If the above is agreed, then, it is natural to reuse the same algorithms for NAS encryption and integrity protection as well when the UE’s security capability signalling is considered. Therefore, we also request SA3 to endorse the following working assumption:
For the 256-bit 5G NAS layer encryption and integrity protection, the same 256-bit variants used for AS layer is also used in NAS layer.
4
Detailed proposal

Proposal 1: SA3 is kindly requested to endorse the following working assumptions for 256-bit algorithms support in 5G:
For the 256-bit radio interface encryption and integrity protection in NR:

· The 256-bit algorithm variants are based on existing modes of AES, SNOW and ZUC

· The 256-bit algorithm variants are designed such that, implementations of the 256-bit algorithm variants, to the extent possible, can reuse the implementations of the existing 128-bit variants of AES, SNOW and ZUC

For the 256-bit 5G NAS layer encryption and integrity protection, the same 256-bit variants used for AS layer is also used in NAS layer.
Proposal 2: SA3 is kindly requested to send LS to SAGE with the endorsed working assumptions.

